Cryptographic Key Protection in a Cryptoprocessor  by Rajitha, N. & Sridevi, R.
 Procedia Computer Science  78 ( 2016 )  271 – 275 
Available online at www.sciencedirect.com
1877-0509 © 2016 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND license 
(http://creativecommons.org/licenses/by-nc-nd/4.0/).
Peer-review under responsibility of organizing committee of the ICISP2015
doi: 10.1016/j.procs.2016.02.043 
ScienceDirect
,QWHUQDWLRQDO&RQIHUHQFHRQ,QIRUPDWLRQ6HFXULW\	3ULYDF\,&,63'HFHPEHU
1DJSXU,1',$
&U\SWRJUDSKLF.H\3URWHFWLRQLQD&U\SWRSURFHVVRU
15DMLWKDD56ULGHYLE
aResearch Scholar, JNTUH, Hyderabad, India 
bProfessor, CSE, JNTUH, Hyderabad, India  
$EVWUDFW
.H\PDQDJHPHQWHQFRPSDVVHVSURWRFROVUHODWHGWRJHQHUDWLRQGLVWULEXWLRQHVWDEOLVKPHQWDQGUHYRFDWLRQRINH\VDQGVXEVHTXHQW
SURWHFWLRQRINH\VGXULQJVWRUDJHDQGZKLOHLQXVH+DUGZDUH6HFXULW\0RGXOH+60LVXVHGIRUWKLVSXUSRVHZKLFKDGKHUHVWR
VWDQGDUGVVXFKDV),36RU,%0&RPPRQ&ULWHULD+DUGZDUHWRNHQVSULPDULO\VHUYHWRWUDQVSRUWWKHNH\VWRDQXQSURWHFWHG
HQYLURQPHQW ,Q WKLV SDSHU ZH LQWURGXFH FKDOOHQJHV WR NH\ PDQDJHPHQW DQG SURSRVH DSSURDFKHV IRU NH\ PDQDJHPHQW LQ D
FU\SWRSURFHVVRU$GYDQFHG(QFU\SWLRQ 6WDQGDUG.H\:UDS DOJRULWKPZKLFK LV RQH RI WKHPRVWZLGHO\ XVHGPHWKRG IRU NH\
SURWHFWLRQLQILHOGSURJUDPPDEOHJDWHDUUD\V)3*$VLVDOVRFRQVLGHUHG


7KH$XWKRUV3XEOLVKHGE\(OVHYLHU%9
3HHUUHYLHZXQGHUUHVSRQVLELOLW\RIRUJDQL]LQJFRPPLWWHHRIWKH,&,63
Keywords:NH\PDQDJHPHQWFU\SWRSURFHVVRUISJDDHVNH\ZUDS
,QWURGXFWLRQ
&U\SWRJUDSK\KDVEHFRPHLQGLVSHQVDEOHIRUSURYLGLQJVHFXULW\WRDEURDGUDQJHRIDSSOLFDWLRQV,WKDVZLGHVSUHDG
XVH IURP DXWRPRWLYH VHFXULW\ H[DPSOH VHFXUH KDUGZDUH H[WHQVLRQ WR VHFXULQJPLOLWDU\ RSHUDWLRQV GLJLWDO ULJKWV
PDQDJHPHQW '50 SURWHFWLRQ RI ,3 7KH FKDOOHQJH WR SURYLGH EHWWHU GDWD VHFXULW\ WR JURZLQJ GHPDQGV LQ
FRPSXWLQJLVFRQWLQXDOO\LQFUHDVLQJ%XWWKHEDVLFSUREOHPWKDWZHIDFHZKHQFU\SWRLQWHQVLYHDSSOLFDWLRQVDUHXVHG
LVRQGHDOLQJZLWKEHVWSROLFLHVIRUNH\JHQHUDWLRQDQGSURWHFWLRQ

.H\ 0DQDJHPHQW LQFOXGHV DOO SROLFLHV IURP VHFXUH NH\ LQLWLDWLRQ JHQHUDWLRQ HVWDEOLVKPHQW GLVWULEXWLRQ


&RUUHVSRQGLQJDXWKRU7HO
   E-mail address:UDMLWKDN#\DKRRFRLQ
© 2016 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND license 
(http://creativecommons.org/licenses/by-nc-nd/4.0/).
Peer-review under responsibility of organizing committee of the ICISP2015
272   N. Rajitha and R. Sridevi /  Procedia Computer Science  78 ( 2016 )  271 – 275 
SURWHFWLRQWRUHYRFDWLRQRINH\V6HFXUH.H\0DQDJHPHQWLVFUXFLDOIRUDSSOLFDWLRQVWKDWUHO\RQFU\SWRJUDSK\DV
NH\ZKLFKLVYXOQHUDEOHWRDWWDFNLVPRUHGDQJHURXV&RPPHUFLDONH\PDQDJHPHQWVROXWLRQVXVLQJ+60VDUHQRW
UHYHDOHGDQGKHQFHDQ2SHQ+60IRUSXEOLFNH\LQIUDVWUXFWXUHLVGLVFXVVHGLQ

$FU\SWRSURFHVVRULVDGHYLFHXVHGZLWKDJHQHUDOSXUSRVHSURFHVVRU*33IRUFU\SWRLQWHQVLYHDSSOLFDWLRQVWR
DFFHOHUDWHD*33VSHUIRUPDQFH$VVXFKNH\H[FKDQJHGHULYDWLRQDQGDGDSWDWLRQLQDFU\SWRSURFHVVRUDUHHVVHQWLDO
DVSHFWVZKLFKDUHQRWFRQVLGHUHGLQGHWDLO


6HFXUH.H\0DQDJHPHQW
$V SHU $XJXVWH .HUFNKRIIV¶V SULQFLSOH WKH VHFXULW\ RI LQIRUPDWLRQ GHSHQGV QRW MXVW RQ WKH VWUHQJWK RI WKH
FU\SWRJUDSKLFDOJRULWKPEXWPDLQO\RQWKHVWUHQJWKRIWKHNH\$FFRUGLQJWR&ODXGH6KDQQRQWKHHQHP\PD\NQRZ
HYHU\WKLQJ DERXW WKH V\VWHP H[FHSW WKH NH\ HYHQ LQ VXFK FLUFXPVWDQFHV LW VKRXOG QRW EH SRVVLEOH WR EUHDN WKH
V\VWHP 7KH NH\ VKRXOG EH VXIILFLHQWO\ ODUJH HQRXJK WR WKZDUW EUXWH IRUFH DWWDFNV DQG DW WKH VDPH WLPH WKH NH\
VKRXOGQRWEHXQFRYHUHGE\DQ\RWKHUIRUPRIFU\SWDQDO\VLV$VWXG\RIWKHOLWHUDWXUHLOOXVWUDWHVGLIIHUHQWIRUPVRI
DWWDFNVWRXQFRYHUWKHNH\ZKLFKLVPXFKPRUHGDQJHURXVWKDQMXVWILQGLQJWKHFLSKHUWH[W


&ROGERRWDWWDFNLVSHUIRUPHGDIWHUV\VWHPSRZHURIIWRILQGWKHNH\ZKLFKLVLOOXVWUDWHGLQ7KHRWKHUPHWKRGV
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XQHQFU\SWHGILOHVDVLQIRUFHGDXWRGLVFRQQHFW
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$ VHW RI V\PEROLF UXOHV IRU VHFXUH NH\ PDQDJHPHQW $3, LV GHVFULEHG LQ $ PHWKRG RI NH\ ZUDS EDVHG
LPSOHPHQWDWLRQIRUNH\PDQDJHPHQWLVDOVRVXJJHVWHG0HWKRGVWRSURYLGHEHWWHUNH\SURWHFWLRQLQFOXGHXVLQJFRGH
REIXVFDWLRQZKHQZHXVHVWDQGDUGVOLNH2SHQ66/6HFXUH6RFNHWV/D\HURUFRGHIURPVWDQGDUGOLEUDULHV


2.1 Key Protection using Key Wrap 
$(6.H\:UDSDOJRULWKPXVHV DQH[WHQVLRQRI)LHVWHO VWUXFWXUHZKLFK LV WKHEDVLV IRUPRVW RI WKH V\PPHWULF
EORFN FLSKHU DOJRULWKPV ,W FDQ EH XVHG WR RSHUDWH RQ DOO VL]HV RI $(6 LH   ,QSXWV WR NH\ ZUDS
DOJRULWKP DUH NH\ HQFU\SWLQJ NH\ .(. DQG ELW SODLQWH[W EORFNZKLFK QRUPDOO\ LV WKH NH\ WKDW QHHGV WR EH
ZUDSSHG$ LV WKH LQLWLDO YDOXHZKLFKE\GHIDXOW LV VHW WR$$$$$$$$ZKLFK DOVR VHUYHV DV LQWHJULW\
FKHFN,I WKH$YDOXHDIWHUXQZUDSSLQJLVQRWHTXDOWR$$$$$$$$LW LQGLFDWHVWKDWNH\YDOXHVKRXOG
QRWEHUHWXUQHGDQGDQHUURUPHVVDJHVKRXOGEHJHQHUDWHG)LJ	)LJLOOXVWUDWHWKHPRYHPHQWRIWKHNH\VXVLQJ
$(6ZUDSDQGXQZUDSDOJRULWKPV
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)LJ0RWLRQRINH\VRQ$(6.H\:UDS
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$OWHUQDWLYHLQLWLDOYDOXHRULQWHJULW\IXQFWLRQVPD\EHXVHG7KH$(6FRGHERRNLVPRGHRIRSHUDWLRQLVLQWKHNH\
ZUDSDOJRULWKP7KH$(6NH\:UDSDOJRULWKPVSHFLILHGE\1DWLRQDO,QVWLWXWHRI6WDQGDUGVDQG7HFKQRORJ\LV WKH
RQHZKLFKLVXVHGE\PDMRU)3*$VIURP;LOLQ[

:KLWH %R[ &U\SWRJUDSK\ :%& DLPV WR SURWHFW WKH NH\V LQ VRIWZDUH FRXSOHG ZLWK REIXVFDWLRQ WHFKQLTXHV
:KLWHER[YHUVLRQVRIV\PPHWULFNH\DOJRULWKPVKDYHEHHQFRQVLGHUHG7KXVZHPD\XVH:%&WRSURSRVHQHZ
VWUDWHJLHVWRNH\SURWHFWLRQ
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
3  3URSRVHG6ROXWLRQV

7KHDWWHPSWKHUHLVWRSURWHFWWKHNH\VIURPYDULRXVIRUPVRIVRIWZDUHDWWDFNVFROGERRWDWWDFNDQGWRIDFHWKH
VLGHFKDQQHODWWDFNV7KHGHYLVHGFU\SWRSURFHVVRUVSHFLILHVDNH\PDQDJHPHQWSURWRFROWRWUDFNWKHNH\VVHFXUHO\
DQG WR VHFXUH WKH VWRUDJHRI WKHNH\EHIRUHDQGDIWHU LWVXVH7KHFU\SWRSURFHVVRU LPSOHPHQWHG LQDQ)3*$PD\
LQFRUSRUDWHWKHIROORZLQJPHFKDQLVPVIRUVHFXUHNH\PDQDJHPHQW

x 7RVHFXUHWKHFRPPXQLFDWLRQLQWHUIDFHZLWK%XV(QFU\SWLRQXVLQJ&%&$(6HQFU\SWLRQDOJRULWKP

x $OVR WKHSURSRVHGPHWKRG LQFRUSRUDWHVPHFKDQLVPV WRFOHDU WKHFU\SWRJUDSKLFNH\VDIWHUXVHVHFXUHGH
DOORFDWHE\SURJUDPPLQJ

x 2SHUDWLQJV\VWHPVKRXOGSURYLGHDQDSSURSULDWHVHFXULW\$3,IRUKDQGOLQJKLEHUQDWLRQDQGVKXWGRZQ

x =HURL]DWLRQRIWKHNH\ZKHQDQDWWDFNLVGHWHFWHGRULPPHGLDWHO\DIWHUXVLQJWKHNH\V

x )ODVK0HPRU\VDQLWL]DWLRQDQGVHFXUHGDWDGHOHWLRQDSSURDFKHVDUHLQFOXGHG
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x 6HQVRUVWKDWGHWHFWXQH[SHFWHGSRZHURIIPD\EHSODFHGRQWKHERDUG6XEVHTXHQWO\PHDVXUHWRLQFUHDVH
WKHWHPSHUDWXUHPD\EHDFWLYDWHG

 &RQFOXVLRQ

$(6.H\:UDSDOJRULWKPVXIIHUVIURPWKHGLVDGYDQWDJHWKDWLWLQYROYHVDQXPEHURI$(6LQYRFDWLRQVZLWKWKH
SUHVXPSWLRQ WKDW JUHDWHU VFUDPEOLQJ ZLOO SURGXFH D VWURQJ UHVXOW 7KH H[WHQVLRQ RI WKLV VWXG\ ZLOO EH XVHG LQ
SURSRVLQJDNH\ZUDSDOJRULWKPWKDWRYHUFRPHVWKLVSUREOHP

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